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Abstract. As machine learning (ML) algorithms become increasingly
prevalent in daily life applications, addressing privacy and fairness con-
cerns is imperative and crucial from both ethical and legal perspectives.
Establishing private and fair ML models stands as a critical task in cul-
tivating trustworthy ML practices. Recent research has delved into the
challenges of merging differential privacy (DP) with group fairness. One
aspect focuses on mitigating the amplified accuracy disparity among sen-
sitive groups caused by DP, while another emphasizes maintaining out-
come fairness in private models trained by DP methods. However, these
dual research objectives often present conflicting demands, with existing
methods typically tackling them independently. To bridge this gap, we
introduce a novel approach that combines a group-specific DP stochastic
gradient descent training mechanism with classification threshold opti-
mization to address these intertwined challenges. Extensive experiments
demonstrate the effectiveness of our method in concurrently reducing
accuracy parity and demographic parity measurements. Hence, our pro-
posed method can achieve private and fair ML models, which contribute
to the development of trustworthy ML.

Keywords: Differential Privacy - Group Fairness - Trustworthy Ma-
chine Learning - Ethics of Al

1 Introduction

Artificial intelligence (AI) technologies, particularly machine learning (ML) algo-
rithms, are widely adopted across various sectors, augmenting or even replacing
human decision-making processes in our daily lives. However, with the increasing
integration of ML, especially in critical domains like healthcare, finance, and the
judiciary, the potential risks associated with algorithmic decisions have come to
light, including concerns such as data privacy breaches, biases or discrimination
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against specific groups, lack of explainability, security vulnerabilities, safety im-
plications and etc. [11,15]. Among these ethical issues and risks, privacy and
fairness stand out as pivotal components for establishing trust in AI [9].

Data privacy protection is reinforced by regulations like the General Data
Protection Regulation (GDPR) in Europe [28], spotlighting the regulatory em-
phasis on addressing privacy challenges within ML algorithms. In recent years,
extensive research has been dedicated to addressing privacy issues in ML al-
gorithms. Techniques like differential privacy (DP) [8], homomorphic encryp-
tion [12], and federated learning [19] have been developed. Among these, DP
has emerged as the predominant choice for ensuring data privacy [25]. DP’s
methodologies can be categorized into four types—input perturbation, objective
perturbation, gradient perturbation, and output perturbation—based on where
noise is integrated into the ML pipeline [24].

Ensuring model fairness is equally critical, exemplified by laws like the Equal
Credit Opportunity Act (ECOA) in the U.S., which prohibits discrimination
based on protected attributes [2]. Consequently, fairness in ML has received
significant attention and discussion over the past decades [15]. Many fairness-
aware ML methods have been developed to address and mitigate model biases.
These approaches are often classified into pre-processing, in-processing, and post-
processing methods, depending on when they are implemented during the model
development phase [23].

From both ethical and legal perspectives, the deployment of ML algorithms
must consider fairness and privacy, as these are interconnected social issues
rather than isolated concerns [4,9]. Protecting data privacy increases individ-
uals’ willingness to share their data for model training, supporting the ongo-
ing development of ML. Ensuring model fairness enhances public trust in us-
ing ML for real-world decision-making, facilitating its practical application. As
ML advances and is applied more broadly, the feedback loop further drives the
field forward. Consequently, research efforts increasingly focus on integrating DP
and fairness-aware ML. However, combining them presents numerous challenges.
These challenges can be broadly classified into two categories based on which
aspect of fairness they aim to address. The first category deals with the ampli-
fied unfairness (i.e., the utility or accuracy parity) brought about by DP [10, 30],
while the second focuses on achieving outcome fairness of the ML model [22, 27].
While existing literature demonstrates progress in separately addressing these
fairness issues within DP models, a notable observation is the potential conflict
between solutions targeting accuracy parity and those emphasizing outcome fair-
ness. This disconnect implies that current methods tend to tackle these problems
in isolation without considering their combined impact.

To bridge this gap, this work introduces a group-specific DP stochastic gra-
dient descent (DP-SGD) training mechanism with classification threshold opti-
mization, which concurrently addressing accuracy and outcome fairness issues
in differentially private models. Specifically, we adopt a group-specific training
mechanism to alleviate the accuracy disparity induced by DP and employ a
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post-processing strategy known as reject option-based classification (ROC) to
promote outcome fairness. The main contributions of this work are as follows:

e We propose using a group-specific training mechanism to alleviate accuracy
disparity among sensitive groups intensified by DP-SGD.

e We implement an approach that integrates the group-specific training mech-
anism with the post-processing method to tackle the dual challenges of in-
tegrating DP and group fairness.

e Our proposed method effectively mitigates the accuracy disparity amplified
by DP and ensures outcome fairness while maintaining reasonable model
performance.

The structure of this paper is as follows: Section 2 introduces DP, discusses
some fairness measurements, and reviews approaches combining DP and group
fairness. In Section 3, we detail our proposed method. Section 4 presents our
experimental studies. Finally, Section 5 offers a brief conclusion. Our code is
available at: https://github.com/ruayz/gs-dpsgd-to.

2 Related Work

In this section, we first give the problem setting and fairness measurements in-
vestigated in this work. Following that, a brief introduction to the differential
privacy approach in machine learning is provided. Next, we summarize and dis-
cuss the existing research on fair and private machine learning methods that
consider both differential privacy and group fairness.

2.1 Problem Setting and Fairness Measurements

Problem Setting Our work focuses on a binary classification task, which aims
to learn the mapping function from user feature vectors x € R? to class labels
y € {0,1}. This task is typically accomplished by constructing a model or clas-
sifier f : R? +— R using a training set D = {(x;,;)}Y,. The goal is to enable
the classifier to predict the label § = f(x) for a given feature vector x. The
model f is commonly parameterized with its parameters w and hence denoted
as f,, to reflect its dependency on these parameters. Correspondingly, f.,(x) de-
notes the prediction of model f parameterized by w on an input vector x. Each
sample (x;,y;) in the dataset D has its sensitive attribute value s € S (e.g.,
sex, race). It’s worth noting that multiple sensitive attributes can be consid-
ered, but we just focus on a single sensitive attribute case (e.g., the sex of each
user s = {female, male}). We denote two distinct groups associated with the
sensitive attribute as s, (deprived group) and s, (privileged group). Therefore,
each training instance (x;,y;) € D is associated with a specific sensitive attribute
value s; € {sq, sp}. And we denote subsets of the training dataset D where s = s,
and s = s, as D, = {(x4,¥:) € Dl|s; = so} and Dy = {(x;,y:) € Dl|s; = sp},
respectively.
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Fairness Measurements In general, fairness typically refers to the just treat-
ment of individuals or groups without bias arising from their inherent or acquired
characteristics [20]. There are different types of fairness measurements, includ-
ing group and individual fairness [20]. Below, we introduce two group fairness
measures investigated in this work.

e Demographic Parity (DemParity) [6] requires that the difference of positive
prediction rates should be small across various sensitive groups. DemParity
is widely used as an indicator to measure outcome fairness, which is assessed
as follows:

[P (5 =1]s =sa) = P(§ = 1]s = sp)| <0, (1)

e Accuracy Parity (AccParity) [3] requires that the difference of accuracy
should be small across different sensitive groups. This is assessed as follows:

[P (9 =yls =s54) = P(§ =yls = s)| <0, (2)

where 0 represents the fairness constraint that models must satisfy and can be
adjusted according to specific requirements.

2.2 Differential Privacy

Differential privacy (DP) is a privacy definition proposed by Dwork [8] to address
the issue of privacy leakage. In the following, we introduce the approximate (e, )-
DP definition.

Definition 1 ((¢, §)-Differential Privacy [7]): An algorithm F is said to
satisfy approximate differential privacy if for all pairs of databases D and D’
and all possible outputs O C Range(F), the following condition holds:

PIF(D) € O] < exp(e) x P[F(D') € O] + 4, (3)

where ¢ in the definition of DP is generally called privacy parameter or privacy
budget. A smaller value of € indicates that the mechanism provides outputs that
are very similar to neighboring inputs, thereby ensuring stronger privacy protec-
tion. The § represents the probability of failure to satisfy the approximation to
DP. It is typically set to a small value. In practical applications, this definition
of approximate differential privacy is more commonly used.

Differentially Private Stochastic Gradient Descent (DP-SGD) DP-
SGD [1] integrates differential privacy concepts with stochastic gradient descent
(SGD), protecting individual data privacy by adding noise to gradients during
training. It upholds model privacy via gradient clipping and noise operations
within SGD, following the (e, §)-DP definition. DP-SGD is extensively adopted
in deep learning, serving as a key technique for integrating DP into ML models
and underpinning privacy-centric libraries [24].

In our work, we concentrate on DP-SGD to uphold model privacy. Building
upon SGD, the fundamental method for training a model f with parameters
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w by minimizing the empirical loss function £(g,y), DP-SGD (as illustrated in
Algorithm 1) integrates gradient clipping and noise addition for achieving the
(¢, 0)-DP guarantees. In Algorithm 1, during each epoch, per-sample gradients g;
are computed (Line 5). Since these gradients typically have unbounded sensitiv-
ity, they are clipped to ensure their norm does not exceed the hyperparameter C'
(Line 6). The clipped gradients are then aggregated and Gaussian noise is added
to yield g (Line 8). § is subsequently scaled by the learning rate n and utilized
for parameter update (Line 9). The final accumulated (e, §), which is calculated
by Rényi differential privacy (RDP) [21] and the moment accounting mechanism
proposed by [1], quantifies the privacy protection ability.

Algorithm 1 DP-SGD [1]

Input: Training dataset D = {(x;,:)} 1, the parameterized model f.,(-), loss func-
tion £(4y,y) for prediction § and label y, iterations T, batch size b, learning rate 7,
noise scale o, gradient norm bound C.
Initialize w(® randomly.
fort=0,1,..,7 —1do
Sample a batch B from D with sampling probability b/N for each data point.
for i € B do
gi < VU(f 0 (xi),y:)
gi ¢ gi-min(l, 1)
end for
g < % (Zz’eB(f) gi +N(O7U2CQI))
9:  wtD w® g
10: end for
Output: Model f, (r)(-) and accumulated (e, 9).

2.3 Differential Privacy and Group Fairness

While DP and group fairness have been extensively studied in isolation, their in-
tersection has only recently garnered significant attention [25]. Integrating these
two concepts may introduce several challenges. Research in this area can be
broadly classified into two categories. The first category aims to mitigate the un-
fairness introduced by the application of DP mechanisms. The second category
of research focuses on combining DP with outcome fairness. We will introduce
each category separately below.

Mitigating the unfairness amplified by DP. Recent studies have found that
incorporating DP into models can increase AccParity measurement between sen-
sitive groups [3, 26, 30]. Various efforts have been made to address this issue [10,
14, 30]. For example, [30] introduces a heuristic removal algorithm, termed DP-
SGD-F, designed to achieve equal utility loss across different groups. Similarly,
[10] introduces an adaptive global scaling technique to mitigate the unfairness
resulting from the application of DP, which is called DP-SGD-Global-Adapt
(hereafter referred to as DP-SGD-A). Although current methods have effectively
alleviated accuracy disparity among sensitive groups, they have not yet addressed
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the issue of outcome fairness measured by DemParity. Specifically, models may
still exhibit biased decision-making towards sensitive groups.

Achieving outcome fairness in differentially private models. Several
works study how to achieve outcome fairness using fairness-aware learning when
enforcing differential privacy in the private model [31,27,22, 16,5, 13]. For in-
stance, [27] improves outcome fairness by clipping the weights of the final layer
during model training, a method known as FairDP. This approach is supported
by both theoretical proofs and experimental results that demonstrate its certi-
fied fairness. The findings indicate that FairDP surpasses existing combination
methods in achieving a superior utility-fairness-privacy trade-off. Additionally,
[22] employs a post-processing method, specifically the reject option based classi-
fication method proposed by [17], to achieve outcome fairness in private models.
We refer to this method as DP-SGD-P. The findings show that it outperforms the
baseline in terms of performance. However, either of them ensures the alleviation
of accuracy disparity across sensitive groups.

In summary, existing methodologies typically address these two research chal-
lenges in isolation, failing to integrate them in a manner that achieves both
objectives, which are generally conflicting. This observation motivates the de-
velopment of a novel approach that concurrently attains an optimal balance
between mitigating accuracy disparity and achieving outcome fairness.

3 Group-Specific DP-SGD with Threshold Optimization

In this section, we propose the group-specific DP-SGD with a threshold opti-
mization approach, which can achieve a fair and private ML model. The pro-
posed method first uses group-specific DP-SGD to train a private model. Then,
the threshold optimization strategy, i.e., threshold optimization classification, is
adopted on the private model to improve the outcome fairness of the model.

3.1 DP-SGD using Group-Specific Training

In this work, we introduce GS-DP-SGD, a group-specific training strategy for
DP-SGD, aimed at alleviating the accuracy discrepancy exacerbated by DP-
SGD. As highlighted in [3], groups with larger gradient norms experience more
significant accuracy declines due to clipping operations. Moreover, the optimiza-
tion directions generated by SGD may be unfavorable to these groups, leading
to ineffective or even deteriorated accuracy improvements. Through our GS-DP-
SGD, we aim to tailor the optimization trajectory for specific groups, reducing
the impact of gradient clipping and enhancing performance. Furthermore, by
training DP-SGD separately with group-specific datasets, distinct privacy pa-
rameters can be set for each group, ensuring an equitable distribution of the
privacy budget across all groups. This addresses concerns raised in the litera-
ture [32] regarding varying levels of privacy protection among different groups.
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The overview workflow of GS-DP-SGD is depicted in Fig. 1 and detailed

in Algorithm 2. Firstly, The dataset D is divided into D, and D, based on
sensitive groups. Two neural networks are then trained independently on these
group-specific datasets. At the end of each epoch, each neural network generates
updated weights. These weights are then aggregated and averaged to produce
the final weight w®tY) which is subsequently propagated back to each neural
network as the initial weight for the next training iteration. The workflow of
GS-DP-SGD is similar to the training framework of FairDP [27], except for the
weight clipping operation between line 2 and line 3 in Algorithm 2. FairDP
clips the last layer of weights to a bounded norm to ensure outcome fairness.
According to the proof in [27], the GS-DP-SGD satisfies (¢, )-DP.

R

a (t+1) (t+1)
- (t+1)
2] Wi

Fig. 1. The workflow of group-specific training mechanism.

Algorithm 2 GS-DP-SGD

Input: Training dataset D = {D,, Dy}, the parameterized model fy,(+), loss function

17:

18:
19:

£(g,y) for prediction § and label y, iterations T', batch size b, learning rate 7, noise
scale o, gradient norm bound C.
Initialize w® randomly.
fort=0,1,...,7 —1do

wi = wl(f =w®

Sample a batch Bff) from D, with sampling probability b/|Dq|.

for i€ Bét) do

gi = V(S 0 (%i),yi)

)

9i < gi - min(L, oo

end for
Go < 7 (EieBm i +N(0,02021)>
wi™ — wl — N9a
Sample a batch Bét) from Dy with sampling probability b/|Dy|.
for i€ Bé” do

gi = VU 0 (xi), 1)

gi < gi - min(l, o)
end for
G L (ZiGB(f‘) Gi +/\/(0,02021))

b
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2
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WD
end for

Output: Model f,(r)(-) and accumulated (e, d).
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3.2 Threshold Optimization for GS-DP-SGD

To mitigate the outcome unfairness of the private model trained by GS-DP-SGD,
we incorporate a post-processing method called reject option based classification
(ROC) [17]. Traditionally, a learned model assigns a data instance to the class
with the highest predicted probability, whereas ROC leverages these probabili-
ties to identify instances for labeling in a manner that neutralizes the effect of
discrimination for the deprived group [17]. The decision mechanism of ROC is
delineated in Algorithm 3. According to Algorithm 3, the threshold + determines
the decision behavior of the model and hence affects the outcome fairness. To
adhere to a specified fairness constraint 6, we optimize the threshold for ROC
on the validation dataset, termed Threshold Optimization Classification (TOC),
as detailed in Algorithm 4.

In Algorithm 4, we use a simple grid search strategy to find the proper
threshold value. Firstly, 100 threshold values are generated evenly spaced within
[0.5, 1]. Then, for each threshold, we apply the ROC method to the validation set.
We then calculate the fairness metric (in our work, we choose the DemParity)
to identify the optimal threshold that meets the fairness constraint 6. If no
threshold satisfies the fairness constraint, we select the threshold with minimal
fairness metric.

Algorithm 3 Reject Option based Classification (ROC)

Input: Model f, (1) (-), threshold =, feature Vector x (with sensitive attribute s).
Lp=f,m(x)

2: if maz(p,1 —p) <~ then
3 ifs=s,theny=1

4: if s=s,theny=0

5: else

6: ifp>05theng=1

7 elseg=0

8: end if

Output: The predicted label g for the feature vector x.

Algorithm 4 Threshold Optimization based Classification (TOC)

Input: Validation dataset Dyaria = {(xi,5:)}72;, fairness constraint 6, model fum -
1: for v € linspace(0.5, 1, 100) do
2: for x; € Dyq1iq do
3 gi = ROC(f,,cm (+), s %)
4 end for
5 = [P (= 1ls = 54) = P(§ = 1]s = )]
6:  if m, <0 then Return
7
8:

end for
Return the v that has minimal m-
Output: The threshold ~.

Overall, in our work, we implement GS-DP-SGD with Threshold Optimiza-
tion (referred to as GS-DP-SGD-TO) to address both the exacerbated accuracy
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disparity (i.e., AccParity) among sensitive groups and the outcome fairness (i.e.,
DemParity) in differentially private models. The pseudocode for GS-DP-SGD-
TO is shown in Algorithm 5.

Algorithm 5 GS-DP-SGD-TO
Input: Training dataset Diyqin, validation dataset D4, the parameterized model
fuw(+), loss function £(-,-), iterations T, batch size b, learning rate n, noise scale o,
gradient norm bound C, fairness constraint 6.
1: fw(T)7 (6, (5) = GD-DP-SGD(D@,»M’,L, f(), g(, '), 717 b7 n, o, C)
2: v = TOC(Dyatid, 0, [, )
Output: The ROC model ROC(f,,(r),7,-) and the accumulated (e, 6).

4 Experimental Study

In our experiments, we provide evidence that both the unfairness introduced
by DP (AccParity) and the outcome unfairness (DemParity) in differentially
private models are mitigated by our proposed approach, while also demonstrating
reasonable performance.

4.1 Experimental Setting

Datasets : Our experiments will be conducted on six commonly used binary
classification datasets [18]: Adult, Dutch, Bank, Credit, Compas, and Law. Their
sensitive attributes are sex, sex, race, race, martial, and sex, respectively. Data
preprocessing is performed following [10].

Compared Methods : We benchmark our method against three approaches
designed to mitigate accuracy disparity among sensitive groups in differentially
private models: DP-SGD-F [30], DP-SGD-A [10], and GS-DP-SGD(mentioned
in 3.1). Then, we evaluate our method against two methods aimed at achieving
outcome fairness in differentially private models: FairDP[27] and DP-SGD-P[22].

Models : Experiments are performed on Multi-layer Perceptron (MLP) with
two hidden layers of 256 units and a maximum number of iterations of 20. The
privacy hyperparameters are set with a default clipping bound of 0.5 and § set
to le-6. Additionally, the batch size is set to 256.

Evaluation Metrics : We utilize two commonly used group fairness metrics to
evaluate model fairness: AccParity and DemParity, as described in Section 2.1.
Each dataset is randomly partitioned into training, validation, and test sets with
a ratio of 7:1:2. To ensure the reliability of the experiment results, the reported
metrics represent the average performance across 15 independent repeated runs.

4.2 Experimental Results

Compare with methods of alleviating the accuracy unfairness inten-
sified by DP. We conduct a comparative analysis between our method, GS-
DP-SGD-TO, and three other methods designed to reduce accuracy disparity



10 Z. Yang, C. Huang and X. Yao

between sensitive groups. Additionally, we include SGD and DP-SGD in the
experiments to observe the optimization effects of other methods on the Acc-
Parity metric. We use the Opacus open-source library to preset the same privacy
protection value for all methods. Although the computed e show slight differ-
ences in Tab. 1, these minor variations are negligible, allowing us to assume
that all methods provide consistent privacy protection for each specific dataset.
In addition, the GS-DP-SGD-TO method applies a fairness constraint on the
DemParity metric which is set to 0.05. While a DemParity value of 0 is deemed
optimal for outcome fairness, a model is considered to have acceptable outcome
fairness if its DemParity measurement falls within the range of 0.05 to 0.1 [22,
29]. Next, we will analyze the results of experiments from two aspects.

Focus on the AccParity metric. From Tab. 1, we observe that DP-SGD yields
significantly higher AccParity values compared to SGD. This indicates that in-
corporating DP into the gradient descent process exacerbates accuracy disparity
between sensitive groups, which is consistent with findings in the literature [3,
30, 26]. Compared to DP-SGD, GS-DP-SGD effectively reduces the AccParity
value across all datasets, demonstrating the effectiveness of using a group-specific
training mechanism to mitigate accuracy unfairness issues. Overall, DP-SGD-A
achieves the best performance in terms of the AccParity metric. While GS-DP-
SGD-TO does not outperform DP-SGD-A on the AccParity metric, it achieves
comparable results and consistently maintains a lower AccParity value than DP-
SGD across all datasets. This indicates that GS-DP-SGD-TO effectively miti-
gates the unfairness introduced by DP. Additionally, DP-SGD-F fails to elimi-
nate the impact of privacy on the Law dataset, resulting in an AccParity value
identical to that of DP-SGD.

Focus on the DemParity metric. From Tab. 1, on Adult, Dutch, and Compas
datasets, it is evident that except for GS-DP-SGD-TO, the DemParity values
obtained by the other three methods are significantly high. On the law dataset,
except for DP-SGD-F and GS-DP-SGD-TO, the DemParity values for the other
two methods remain significantly high. On bank and credit datasets, we observe
that any method including SGD and DP-SGD has acceptable DemParity values.
This indicates that our approach excels at addressing outcome unfairness espe-
cially when models are trained on biased datasets. It is worth noting that since
our threshold optimization is performed on the validation set, there might be
slight deviations when applied to the test set. That means the fairness constraint
may not be fully satisfied, revealing a limitation of our method.

In conclusion, DP-SGD-F lacks stability, failing to reduce the AccParity
value or achieve acceptable outcome fairness across all datasets. While both
DP-SGD-A and GS-DP-SGD fulfill the AccParity requirements, they fall short
of meeting outcome fairness criteria. Conversely, the GS-DP-SGD-TO method
effectively reduces AccParity between sensitive groups and consistently meets
outcome fairness requirements compared to GS-DP-SGD. Notably, on the ma-
jority of datasets, including Adult, Dutch, Bank, and Credit, GS-DP-SGD-TO
even achieves a lower AccParity value than GS-DP-SGD.
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Table 1. The comparison results of methods to mitigate the unfairness caused by
DP, with all evaluation metrics obtained from test datasets. The number in horizontal
lines mean the AccParity values obtained by DP-SGD for the convenience of judging

whether other methods effectively remove unfairness.

Dataset Method € Acc (1) AccParity () DemParity (J)

SGD 0.848 4+ 0.003  0.114 + 0.008 0.191 4+ 0.007

DP-SGD 2.654 0.789 + 0.005 0.154 4+ 0.010 0.064 £+ 0.005

Adult DP-SGD-F 2.667 0.829 + 0.003 0.112 £ 0.008 0.210 £ 0.005
DP-SGD-A 2.661 0.848 + 0.003 0.114 + 0.007 0.191 4+ 0.010
GS-DP-SGD 2.657 0.832 £ 0.005 0.116 £+ 0.010 0.199 £+ 0.057
GS-DP-SGD-TO 2.658 0.837 & 0.005 0.108 + 0.015 0.047 4+ 0.015

SGD 0.834 £+ 0.003 0.070 £ 0.006 0.335 4+ 0.016

DP-SGD 2.269 0.793 £ 0.005 0.111 £+ 0.011 0.231 4+ 0.033

Dutch DP-SGD-F 2.280 0.812 + 0.005 0.092 £+ 0.008 0.232 4+ 0.024
DP-SGD-A 2.275 0.834 £ 0.004  0.069 £ 0.006 0.332 £+ 0.017
GS-DP-SGD 2.267 0.805 £ 0.008 0.081 £+ 0.015 0.208 4+ 0.064
GS-DP-SGD-TO  2.267 0.786 + 0.006 0.070 + 0.026 0.052 £+ 0.020

SGD 0.673 + 0.014  0.027 + 0.015 0.291 4+ 0.021

DP-SGD 4.118 0.623 £ 0.025 0.041 £+ 0.022 0.170 4+ 0.057

Compas DP-SGD-F 4.204 0.632 £+ 0.021 0.035 £+ 0.019 0.184 4+ 0.044
DP-SGD-A 4.161 0.678 4+ 0.013 0.024 £+ 0.016 0.281 4 0.020
GS-DP-SGD 4.113 0.676 4+ 0.011 0.024 £+ 0.020 0.287 4+ 0.037
GS-DP-SGD-TO 4.113 0.668 + 0.010 0.029 £ 0.017 0.073 £ 0.060

SGD 0.898 4+ 0.004 0.160 &+ 0.014 0.190 £+ 0.018

DP-SGD 3.671 0.888 + 0.004 0.202 4+ 0.015 0.000 4 0.000

Law DP-SGD-F 3.694 0.888 £ 0.004 0.202 £+ 0.015 0.001 £+ 0.001
DP-SGD-A 3.683 0.898 + 0.004 0.158 £ 0.015 0.182 4+ 0.017
GS-DP-SGD 3.679 0.895 + 0.004 0.163 £+ 0.021 0.139 4+ 0.053
GS-DP-SGD-TO  3.679 0.894 + 0.004 0.176 £ 0.017 0.049 4+ 0.024

SGD 0.900 £+ 0.003 0.036 £ 0.007 0.035 4+ 0.004

DP-SGD 2.831 0.884 £+ 0.004  0.050 £ 0.006 0.002 £+ 0.001

Bank DP-SGD-F 2.845 0.887 + 0.004 0.047 £ 0.007 0.007 4+ 0.003
DP-SGD-A 2.838 0.902 £+ 0.003  0.036 & 0.006 0.037 £+ 0.005
GS-DP-SGD 2.837 0.888 + 0.005 0.043 £+ 0.013 0.048 4+ 0.031
GS-DP-SGD-TO 2.837 0.901 & 0.004 0.037 £+ 0.008 0.026 4+ 0.013

SGD 0.812 + 0.004  0.024 + 0.010 0.030 4+ 0.006

DP-SGD 3.365 0.778 £+ 0.005 0.031 £+ 0.008 0.000 £+ 0.000

Credit DP-SGD-F 3.381  0.779 £ 0.006  0.029 £ 0.008 0.005 £+ 0.006
DP-SGD-A 3.373 0.817 £+ 0.005 0.023 £+ 0.011 0.033 £+ 0.007
GS-DP-SGD 3.366  0.809 £+ 0.004  0.031 £ 0.013 0.035 4+ 0.023
GS-DP-SGD-TO 3.366 0.821 + 0.006 0.026 £ 0.009 0.020 4 0.009

Compare with methods of mitigating outcome unfairness for differen-
tially private models. We compare our method with two methods that ad-
dress the issue of outcome fairness in differentially private models. For FairDP,
we obtain different DemParity values by setting various hyperparameters, i.e.,
the weights clipping bound M (ranging from 0.1 to 1, same as [27]). For DP-
SGD-P and GS-DP-SGD-TO, we obtain different DemParity values by adjusting
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the DemParity constraint values. We apply the three methods on six different
datasets and obtain the corresponding AccParity and accuracy(Acc) metrics for
each DemParity value shown in Fig. 2 and Fig. 3.

Focus on the AccParity metric. From Fig. 2, we can see that both GS-DP-SGD-
TO and DP-SGD-P can achieve a DemParity value of less than 0.1 across all
datasets. However, FairDP fails to achieve outcome fairness requirements on the
Dutch and Compas datasets as the minimum DemParity value exceeds 0.1, which
is unacceptable in practical applications. Additionally, we observe that for the
same DemParity value, the GS-DP-SGD-TO consistently achieves the lowest
AccParity values and remains below the dashed line on the y-axis across all
datasets. That indicates that among the three methods, only GS-DP-SGD-TO
reliably mitigates the unfairness caused by DP.
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Fig. 2. The comparison results of three approaches on different datasets, with all evalu-
ation metrics obtained from test datasets. The dashed lines on the y-axis represent the
AccParity values obtained by DP-SGD, and the dashed lines on the x-axis represent
the DemParity values of 0.1.

Focus on the Acc metric. From Fig. 3, it is evident that for almost all datasets
(except for the Dutch and Compas datasets, due to the FairDP cannot be com-
pared), GS-DP-SGD-TO achieves the highest accuracy for the same DemParity
value. Therefore, we can conclude that compared to the other two methods,
GS-DP-SGD-TO not only achieves a better trade-off between the AccParity and
DemParity metrics but also demonstrates superior accuracy compared to the
other two methods.

In summary, our proposed method GS-DP-SGD-TO exhibits excellent stabil-
ity across all datasets. It not only effectively addresses the amplified accuracy dis-
parity between sensitive groups due to DP integration but also ensures outcome
fairness. Furthermore, it achieves a good trade-off between the group fairness
metrics AccParity and DemParity without compromising model performance.
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Fig. 3. The comparison results of three approaches on different datasets, with all eval-
uation metrics obtained from test datasets. The dashed lines on the x-axis represent
the DemParity values of 0.1.

5 Conclusion

In our work, we propose a method aiming at simultaneously addressing the ex-
acerbation of accuracy disparity among sensitive groups caused by DP and the
issue of outcome unfairness in differentially private models. Our approach in-
volves utilizing the group-specific DP-SGD algorithm during model training to
alleviate the accuracy disparity issues associated with traditional DP-SGD. Sub-
sequently, we employ a threshold optimization strategy on the trained model to
enhance outcome fairness. Through this method, we successfully mitigate accu-
racy disparity and outcome unfairness, ultimately achieving fair and private ML
models. Extensive experiments have confirmed that our method can effectively
tackle both problems across all datasets. Moreover, we achieve a good trade-off
between the group fairness metrics AccParity and DemParity with reasonable
utility.

Nevertheless, our method has some limitations. The achieved outcome fair-
ness metric may surpass the predetermined constraint value because the thresh-
old selection is based on the validation set. Additionally, our method is currently
limited to binary classification tasks and single sensitive attributes. In the fu-
ture, we will gradually refine our method to address these issues, aiming to
ensure it consistently satisfies the constraints, and then extend it to multi-class
classification and multifairness.
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